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Command Post, Mobile Command Vehicle, or temporary emergency shelter in
situations where the usual communications infrastructure is non-existent or non-
functioning due to a major incident.

A portable unit with antenna that is field deployable allows the EOC to maintain
situational awareness from the Incident Command post and permits the local
Incident Support Team to maintain direct contact with the County EOC for
status and support communications. As with the base station, the mobile unit
allows text and emails to other alerting entities in the event the County is unable
to communicate directly.

Line #63 - HF Installation, Site Visit, and Training for Voice/Data and Remote
Support

HF Installation Site Visit and Training for Voice/Data and Remote Support
includes site visit to the Placer County EOC where HF will be installed. Site Visit,
installation, and training includes contact before after equipment is delivered, a
site report of what preparation needs to be completed to properly install HF
base equipment, and guidance for effective deployment of the portable
station and its antenna in the field. HF Installation and Training for HF Data
includes PACTOR DR7800 Modem and associated messaging software
application and data terminal. HF Training will also include a Cradlepoint IBR?00
Mobile Router for Remote HF Support and Operation with Cal OES and partner
agencies.

Additional equipment and labor
Base antenna support structure parts and labor = $xxxx

Installation of terminated folded dipole at 30 feet above ground level using
three support poles with lanyards and appropriate guying. Conduit and coaxial
feedline from base of antenna center support to building cable entry port.

Installation of RF Unit — 8 hours at $130 = $1040
Mounting, installation, programming, testing of RF Unit in Comm-It with
connection to Motorola CCGW (Conventional Channel Gateway).
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Overview
The County of Placer ranges from Lake Tahoe in the east to Roseville in the west

and is home to a population of about 400,000. Auburn, the county seat, is home
base for Placer County OES, Placer County Sheriff's Office, and Placer County
Search and Rescue. The nearest city to the east is Truckee, 67 miles through the
mountains via Interstate 80. The Placer County Sheriff substation at Lake Tahoe is

16 miles further.

With elevations ranging from 29 to 10,030 feet, Placer County has a rugged and
varied topography. The peaks and canyons of the Sierra Nevada separate the
Tahoe region from vital services and resources to the west, and Interstate 80 (1-80)
and Highway 50 (Hwy 50) are vulnerable to closures due to extreme snowfall,
wildfire, and landslides. Additionally, there is the risk of train derailment involving
transport of light crude oil, natural gas pipeline rupture, and other hazmat threats

to people and property in the area.
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This winter season, due to heavy storms, I-80 was closed, and power outages
lasted several days, exceeding the fuel reserves of generators at some radio sites.
Snow Cats were necessary to service these generators before roads could be
cleared. Relatively isolated communities including Colfax, Alta, and Foresthill
were impacted with loss of power, heat, and mobility due to fallen trees for

several days

Placer County maintains several networked radio sites serving areas most
populated and most critical to law enforcement, public safety and emergency
services. There are several mountain top VHF and UHF repeaters dedicated to
Search and Rescue and MedNet EMS. Despite this sfrong communications
infrastructure, there are populated locations beyond the reach of VHF and UHF

land-based resources.

Existing technologies
Land-based infrastructure using repeaters remains vulnerable to physical damage

or disruption due to snowfall, wildfire, lightning, overheating, mechanical or
electrical failure, loss of AC service, batteries, generator or fuel issues, or a

combination of these. Backhaul via fiber or microwave (often redundant) can
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suffer outages due to trouble at distant locations outside the County's control.
Intentional damage includes vandalism or sabotage that can be simple,
technically sophisticated, or acts of terrorism. Finally, there are low-likelihood but
high-impact risks including CME (Coronal Mass Ejection) and EMP

(Electromagnetic Pulse) events.

Cellular sites, including FirstNet, being land-based infrastructure, have these same
risks and liabilities and are outside Placer County's control in terms of coverage,
quality of service, and time to repair. Many populated locations have no usable
cellular service and cellular sites go dark during extended power outages
including PG&E’s PSPS events. Placer County has experienced cellular sites lose

their backhaul due to wildfires.

Satellite communication systems are immune to many of the disadvantages of
land-based systems, but they incur a much higher cost in terms of equipment and
availability and depend on a provided service outside our control. While out of
reach of physical vandalism, current satellite technology is vulnerable to attack

by directed RF or EMP.
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HF / NVIS
NVIS (Near Vertical Incidence Skywave) radio can provide a vital additional layer

for robust and resilient commmunications, connecting end points within the county,
region, and state, independent of any intermediary infrastructure. Mountains and
canyons do not inhibit NVIS, and a portable NVIS station with antenna can be set
up quickly to support an Incident Command Post, a Mobile Command Center, or

a shelter facility.

We have selected equipment from Codan Communications to meet our
requirements for robust HF / NVIS capability. The Codan Envoy system is
compatible with FEMA SHARES, Cal OES STACOM including Operation Secure
(State Emergency Capability Using Radio Effectively), the WinLink system, and the
Amateur Radio service, providing capability for interoperability and mutual aid at
the local, regional, and state level via analog and digital voice, text and email
messaging including file transfer, and supporting secure AES encryption. ALE
(Automatic Link Establishment) is available for automation, radio network

compatibility, and can reduce technical demand on operators.
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The HF system wiill be integrated and patched with Placer County Sheriff and EOC
Dispatch consoles to maximize accessibility and situational awareness.
Additionally, in conjunction with the City of Truckee EOC who are applying for
their own grant, we intend to bridge the mountainous 67-mile gap between the

foothills and Lake Tahoe areas to our mutual benefit.

Statement of work

HF base station
The base station RF head unit (Codan Envoy X2) is intended to be installed within

the County Comm-IT building which provides a secure environment with battery
and generator backup. The antenna system (141t terminated folded dipole) will
be just outside the Comm-IT building supported at an optimum height of about
10m for 2-8 MHz NVIS. The antenna location is advantageous, being at the edge
of the County campus and away from the usual sources of electromagnetic
noise. The antenna orientation will favor communication up and down the length
of California when operated at the higher frequencies (short skip) and will provide
a more circular radiation pattern at the lower frequencies. This will be ideal for
varying ionospheric conditions. The antenna location has been surveyed for noise

and determined to be nominally quiet in this part of the RF spectrum.
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The base station will be connected to the County network allowing operation
from anywhere on the network. There will be a permanent interface to the
Sheriff's Office and EOC Dispatch consoles with the ability to patch HF

communications with other County communications channels.

HF portable station
The portable station is based on the same RFU (Radio Frequency Unit) as the base

station. The RFU is in a fransportable case and operates on 12VDC power.
Included in the portable kit is a broadband antenna system and 5m mast that
can be quickly installed in the field. The portable station includes networking via
WiFi and Ethernet and additionally supports direct connection for operation by up
to four smartphones. The portable station can be operated standalone with its
handset, smartphones, or computer in the field, or networked with a Mobile
Command Center. The portable station will be installed for testing and fraining to

make ready for possible deployment.

Vendor Installation Site Visit and Training
HF Installation Site Visit and Training for Voice/Data and Remote Support includes

site visit to the Placer County EOC where HF will be installed. Site Visit, installation,
and training includes contact before after equipment is delivered, a site report of

what preparation needs to be completed to properly install HF base equipment,
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and guidance for effective deployment of the portable station and its antenna in
the field. HF Installation and Training for HF Data includes PACTOR DR7800 Modem
and associated messaging software application and data terminal. HF Training
will also include a Cradlepoint IBR900 Mobile Router for Remote HF Support and

Operation with Cal OES and partner agencies.

Installation timeline, training, and preparations for emergency response
With the performance period of April 1, 2022 through October 31, 2023 we would

plan on the following approximate milestones to be refined as we proceed:
April 2022

Submit order into County Purchasing process and place order with vender.
June-July 2022

Install support poles and conduit for base antenna.

August 2022

Receive purchased equipment

September 2022

Pre-installation visit from vendor

October 2022

Install antenna, feedline into Comme-IT
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Install FRU in Comm-IT

Testing and familiarization with equipment and options
March 2023

Integration of HF radio with new EOC console
Selection and assignment of staff

Training for new operators

Begin weekly operational tests with Cal OES
June-July 2023

Testing and training with portable field unit
Coordination with City of Truckee

August — September 2023

Preparation and documentation of operational, support, and emergency

response plans with Placer OES/EOC, Placer County Sheriff's Office, Search and

Rescue.
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